SECURITY SERVICES

Assessment ~ Design & Implementation ~ Managed Services

Security Services
A SERVICE OF LATTIMORE BLACK MORGAN & CAIN, PC

LBMC provides a full array of information security services designed to help protect your most valuable assets
— your employees, your clients and your information.

By utilizing a security services organization, companies have the confidence that they are safeguarding them-
selves against potentially embarrassing and costly problems. Whether your business already has an informa-
tion security process in place or you are working toward securing your program environment, LBMC can assist
you.

Security Services Offerings:

Assessment Services

LBMC Assessment Services helps you determine how well your organizations’ security and security policies
protect your assets. Through a variety of testing methods, we can help you define, and protect your information
from real-world attacks. Whether your needs are for compliance, reduction of business risk, due diligence
testing or you suspect a possible weakness in your controls, we offer a full suite of assessment services to meet
your needs.

= |Information Security Risk Assessments

= Attack and Penetration Testing

* Vulnerability Assessments

=  Web Application Testing

= Security Incident Assessments and Forensics

= Database Security Testing

» Physical Security Testing

» Regulation Compliance Testing (SOX, HIPAA, GLB, CMS, FISMA)
= PCI Compliance Assessments

Design and Implementation Services

LBMC Design and Implementation Services provide an organization with the needs assessment, planning, devel-
opment and implementation of an information security program. From policy and procedure development to full
implementation of your security program, we work with you to help ensure the protection of your business assets.
Having developed programs ranging from retail to financial institutions to large publicly traded and
international organizations as well as others, LBMC has a proven track record of knowledge and

experience. '




" LBMC Security Services

Design and Implementation Services (continued)

= Information Security Program Design

= Information Security Policy and Procedure Development
= [Incident Response Program Development
= Information Security Risk Management

= Program Development

= Data Classification Process Design

= Information Security Awareness Programs
= Advanced Strong Authentication Solutions
= Intrusion Detection Solutions

= Encryption Technologies

= Disaster Recovery Planning

Managed Services

LBMC Managed Services helps ensure that your security infrastructure operates at maximum performance while
reducing and often removing the operational overhead associated with managing your environment. Whether
you need a fully managed solution or a business partner to co-manage the ongoing process with you, LBMC has
a dedicated staff of experts to help meet your specific security needs.

» Managed Intrusion Detection /Prevention Services

» Manage Firewall Services

» Information Security Advisory Services

» Periodic Information Security Architecture Assessments
» |Information Security Awareness and Training
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