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INTRODUCTION
On August 21, 1996, the Health
Insurance Portability and
Accountability Act (HIPAA) was
born—slightly ahead of the Internet
boom, and well before much
attention was paid to how electronic
information was being used and
stored.
On February 17, 2009, the Health
Information Technology for
Economic and Clinical Health Act
(HITECH) was put in place to improve
the privacy portion of HIPAA, as well
as incorporate updated standards
for reporting data breaches. The
relevant provisions of HITECH, which
was part of the American Recovery
and Reinvestment Act (ARRA), were
incorporated in 2013 into the HIPAA
Final Omnibus Rule.
One of HITECH’s most impactful
mandates is that it established direct
compliance obligations to business
associates. HITECH also dictated that
the governing body in charge of
compliance enforcement—The
department of Health and Human
Services (HHS). HHS then designated
as the primary regulator for all
aspects of the HIPAA rule the Office
for Civil Rights (OCR).

HITECH mandated that HHS conduct
proactive audits of organizations to
which HIPAA applied and charged
the OCR to conduct those audits.
The season is upon us for the OCR’s
next round of HIPAA audits. While
some covered entities and business
associates are prepared, many are
not. Even some organizations that
think they’re in compliance will fall
short. If you are a healthcare
provider, health plan or healthcare
information clearing-house (or you
provide services to them), now is the
time to take an objective look at the
policies and procedures you have in
place and evaluate your degree of
risk.
Not sure where to start? This guide
provides a framework for how to
prepare for an OCR audit. Adopting
a proactive stance will help your
audit go more smoothly, should your
organization be chosen. By
addressing some key areas in your
security policies and procedures, you
can put forth a good faith effort to
be compliant with HIPAA regulations.
But, more importantly, preparing for
an audit will go a long way to
ultimately protecting your patient
data—and your good name.
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CHAPTER 1:

A COMPLIANCE PRIMER: HIPAA AND
OCR AUDITS
If your organization is subject to the HIPAA Rule, you could
be the target of an OCR Compliance Audit. In the postHITECH world, business associates must also comply and
are subject to the same audits—and penalties for noncompliance—as traditional covered entities.
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WHO IS THE OCR, AND WHY
MIGHT THEY AUDIT ME?

The OCR is the Department of
Health and Human Services’ (HHS)
civil rights and health privacy rights
law enforcement agency. The OCR
investigates complaints and
publishes regulations and guidance.
The agency also provides technical
assistance and public education to
ensure understanding of and
compliance with non-discrimination
and health information privacy laws.
It is the OCR’s job to ensure that the
privacy practices of several million
health care providers, plans and
clearinghouses adhere to Federal
privacy requirements under HIPAA.
The OCR annually investigates more
than 10,000 citizen complaints
alleging discrimination or violations
of HIPAA.

mandate, in addition to the
enforcement activities which were
ongoing, the audit program was
initiated.

FIRST ROUND OF OCR AUDITS

In 2011 -12, the OCR instituted a
pilot program to investigate HIPAA
compliance, conducting random
OCR audits on 115 covered entities.
What they found was troubling:

1:
1 Minimal Protection
A number of organizations lacked
even rudimentary safeguards to
protect their networks. Many of
these organizations had not even
done the required risk analysis,
which is only the first step in figuring
out what (and where) protection is
needed.

As part of the HITECH Act and
updates to the HIPAA Enforcement
Rules, HHS—through the OCR—was
tasked with assessing the state of
compliance with HIPAA and
reporting those findings to Congress
on a periodic basis. With that
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2:
1 Poor Data Management
Many covered entities did not have a
handle on where their data “lived.”
Some of it was in spreadsheets.
Some was found on individual
workstations. However, much of it
was—as expected—in core clinical
applications. Plus, a lot of data was
traveling around on mobile devices,
being accessed from a variety of
public places. It could be anywhere.
The audits found that many
organizations were not using any
type of encryption to safeguard data
on mobile devices and removable
storage devices, such as backup
tapes, USB drives, and other external
media. This finding was also
supported by the types of breaches
that were being reported.

Since the enactment of HITECH in
2009, the HHS lists thousands of
serious data breaches—
compromising over 174 million
individual patient records, and
counting,—on their website ‘wall of
shame.’ (Yes, they post the offending
organizations’ names.)
And, it’s only just begun. The OCR
audits have resumed. These audits
will continue and include not only
covered entities, but business
associates
as well. If you are a
1
covered entity or a business
associate, now is the time to begin
preparing for a possible audit.

3:
1 Lack of Oversight
Overall, the OCR discovered a
general lack of monitoring and audit
control. No one was minding the
store, and breaches often went
undetected.

Chapter 1: A Compliance Primer: HIPAA and OCR Audits

5

CHAPTER 2:

MYTHS ABOUT HEALTHCARE SECURITY
COMPLIANCE
As information security experts, we
work with a significant number of
healthcare organizations. In this
capacity, we have discovered a lot of
misconceptions individuals have
about HIPAA—and, more specifically,
how the laws apply to them.
But, in fairness to covered entities
and business associates alike, the
HIPAA guidelines can be confusing.
HIPAA is complex, multi-faceted, and
not always as prescriptive as we
would like. And, until the past couple
of years, unless you experienced a
breach or complaint, there was little
motivation to devote serious
attention to compliance, since the
OCR audits did not begin until 2011.
To help bring clarity to this complex
landscape, let’s explore some of the
common myths about HIPAA
compliance.

MYTH 1: OUR ORGANIZATION
HAS GREAT SECURITY
CONTROLS. WE MUST BE
COMPLIANT.

In many organizations, compliance is
left up to the IT department to figure
out. Typically, the network has a
firewall, an anti-virus system, and
perhaps some form of network
intrusion detection in place. With so
much protection, you must be
compliant. Right?
Not necessarily. Oftentimes, even
companies with tight security
controls for their general business
operations fail to comply with the
HIPAA directives. Here are some
examples of how organizations with
well-protected networks might be
falling below compliance:

1 Monitoring
1:
Even though an organization may
have all the IT security tools in place,
HIPAA rules require that someone
actually looks at the log reports on a
regular basis. Rather than checking
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the logs only when a breach occurs
(reactive mode), HIPAA requires that
the information be monitored on a
regular basis—even when nothing is
going on.

1 Access
2:
An organization may think that useraccess is compliant if everyone has a
unique username and password—
which is indeed a HIPAA
requirement. But, you need to go
further than that. Access to areas of
the system should be restricted on a
“need-to-know” basis. For example,
in a clinical setting, access might
more appropriately be limited to
patients in a particular unit, rather
than those on a whole wing, or in the
entire facility. Each employee should
only have the minimum level of
access required to do his or her job.

1 Training
3:
A significant number of breaches
involves human error. HIPAA dictates
that regular security training and
security reminders are part of your
standard operating procedure.

Leading practice indicates that
training should reflect the basics but
also include tailoring the training to
the role the employee fulfills. For
example, in a clinical setting, the
specific training for a surgeon will be
different from a patient account
representative.

MYTH 2: OUR ORGANIZATION
HAS A GREAT COMPLIANCE
STRATEGY, SO WE MUST BE
SECURE.

This is sort of the opposite of Myth
#1. Here, we’re describing an
organization that is making an effort
to follow the letter of the law. Policies
and procedures are in place, but
there is no follow-through where the
data is managed—in the IT
department.
This type of organization might have
a binder full of policies and
procedures, but no one on the IT
team has been assigned to do the
blocking, tackling, and malware
prevention. We often see this in
smaller organizations that are taking
a “check-the-box” approach.

Chapter 2: Myths About Healthcare Security Compliance
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This approach fails on a number of
aspects. First, it fails to meet the
regulatory intent that the program
be documented and fully
implemented. Therefore, should the
organization be subjected to
anything other than a desktop audit
(where documentation is only
reviewed), they will have countless
audit issues to address.
Second, it fails to actually provide the
required security to protect the
patient data and puts it and your
whole business at a greater risk.

MYTH 3: WE’RE SO SMALL; THE
ODDS ARE IN OUR FAVOR THAT
WE WON’T GET AUDITED.
BESIDES, EVEN IF WE ARE
BREACHED, THE IMPLICATIONS
WON’T BE AS LARGE.
Please don’t tell yourself this! The
2014 OCR audits will target
organizations of all sizes. And, they
won’t go easy on you just because
you’re small. Audits are one thing,
but breaches are another matter
entirely. The theory that the
regulator is hoping will work for the
industry is simply this: If they

increase the audits, more people will
look to assess and build their
security program to suit their unique
needs. Therefore, there will fewer
smaller breaches. A corollary to this
theory is that if an organization has a
problem (i.e. a breach), and they
have not taken the reasonable steps
that an organization of similar size
and complexity would, then the fines
and penalties will be more impactful
to the organization—regardless of
the size of your organization.
Consider this: There are a number of
examples where smaller
organizations that have experienced
data breaches and are incurring
hefty penalties, particularly if a
subsequent OCR investigation
reveals that the organization was not
making a good faith effort to comply
with HIPAA.

“No matter your size, you
can be audited or have a
breach, and the
consequences might be
more than your business
is able to bear.”

Chapter 2: Myths About Healthcare Security Compliance
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In a recent breach investigation, a
dermatologist in Massachusetts was
fined $150,000 when a thumb drive
was stolen from an employee’s car.
The fine was levied not only because
the breached data was unencrypted
and thus, unprotected, but also
because the risk to unencrypted
data on portable media was not
addressed in a risk assessment.
In another incident, a Florida lab was
forced to shut down when hefty
fines were levied as a result of a data
breach.
No matter your size, you can be
audited or have a breach, and the
consequences might be more than
your business is able to bear.

MYTH 4: WE’VE NEVER HAD A
BREACH BEFORE. WHAT WE’RE
DOING MUST BE WORKING.
Perhaps there is some truth to this
one. Maybe your company does
have controls in place, and they are
working.
But, not having had an incident

might simply mean that, well, you
just haven’t had an incident. A
chilling fact is that many
organizations don’t realize they have
been breached until they are notified
by an affected third party—or law
enforcement. Failing to conduct a
risk assessment and neglecting to
put mandatory security measures in
place puts your patients’ data at
significant risk. And, keep in mind,
company selection for the 2014 OCR
audit is not based on triggering
events. Every covered entity and
business associate is “eligible” for an
audit, regardless of how squeaky
clean their history might be.
In truth, the risk of an intrusion is
going up. Data is processed on all
kinds of technology—from mobile
devices to wearable technology to in
the cloud—with a much higher
frequency than ever before. Securing
this complex environment has
become a constant struggle. The
hackers are becoming more
sophisticated. They have figured out
several ways to make money from
stolen healthcare data—from

Chapter 2: Myths About Healthcare Security Compliance
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prescription fraud to “traditional” identity theft. Both of these factors makes
healthcare one of the most targeted industries for attackers. One of the
simplest ways to figure out how secure you are is to do a risk assessment,
and, by the way, it will meet some of your compliance obligations.

MYTH 5: HIPAA SECURITY COMPLIANCE IS TOO EXPENSIVE.

The notion that there needs to be a big technology spend to be compliant is
simply not true. Most organizations have the basic tools already in place. The
increased costs will more likely go toward administering your security
program and compliance strategy.
And, ultimately, if you are audited, the OCR takes into account the size of
your organization, your budget and your resources available. As long as
you’ve documented why you’ve made the choices you have, the OCR will take
this into consideration.
In conclusion, compliance is all about adopting a proactive strategy. Don’t
make assumptions about how compliant you need to be. Know the facts.
And, when in doubt, seek guidance.

Chapter 2: Myths About Healthcare Security Compliance
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CHAPTER 3:

5 STEPS TO BOLSTER YOUR OCR AUDIT
READINESS
The first step in preparing for a
possible OCR audit is to conduct a
risk analysis on your organization.
Using guidelines provided by the
OCR, the Office of the National
Coordinator for Health Information
Technology (ONC) and standards
organizations like the National
Institute of Standards and
Technology (NIST), you can assess
your risk and evaluate safeguards
needed to make sure your
organization is up-to-date on
compliance policies and procedures.
Beyond the usual risk analysis
recommendations, we have
identified five key areas you will want
to pay close attention to, both in
your risk analysis and the policies
and procedures you put in place:

1:
1 Asset Management:
Know where your data
“lives.”

organizations are good at identifying
ePHI in major applications and
databases, but unstructured data—
e.g., data in spreadsheets, file
transfers, mobile devices, multifunction copier/printers, and
portable media—can get lost in the
shuffle, which puts the organization
at high risk for a breach. It’s critical to
identify where all your confidential
patient data lives. We recommend
going beyond simply reviewing a list
of applications and interviewing
business process owners.

A complete analysis of individuallyidentifiable health information
should include scanning networks
with tools that can locate and report
on ePHI hiding in out-of-the-way
places. There are a number of good
tools—both open source and
proprietary—that can be used for
this purpose.

Simply put, you can’t protect what
you don’t know you have. Most
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2:
1 Vendor Management:
Know your business
associates.
Take inventory of every company you
share ePHI with. Each of these
business relationships should be
examined to make sure that
appropriate agreements are in place.
But, be aware—having a viable
business associate agreement does
not absolve you of your
responsibility or eliminate your risk.
If one of your business associates is
responsible for a breach, the
subsequent investigation will most
likely include you.
If you are concerned that the IT
department’s list of companies with
whom PHI is shared is not
comprehensive, have the accounts
payable department provide you
with a list of all of your vendors.
Review it carefully to identify
companies that might be receiving
your organization’s PHI. Given the
number of data breaches
attributable to business associates,

we recommend, and the regulator
requires, that you develop and
implement a robust Vendor Risk
Management program. This might
include security questionnaires,
obtaining independent audit reports
(e.g., SOC or HITRUST), and/or
conducting your own audit,
particularly for vendors who might
be at high risk due to the nature or
volume of data they handle.

3:
1 Monitoring: Keep an
active eye on your data.
Many organizations struggle a bit
when it comes to monitoring, as the
task can be overwhelming. HIPAA
asks that you monitor users’ activity
anytime they interact with PHI. This is
virtually impossible no matter the
technology you employ. HIPAA is not
as concerned with ‘normal’ security
monitoring, like from your firewalls
or Intrusion Detection
Systems/Intrusion Prevention
Systems (IDS/IPS). These systems are
critical to your overall security
posture, and we would never
recommend that you remove or

Chapter 3: 5 Steps to Bolster Your OCR Audit Readiness
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ignore these alerts. We recommend
that you take a holistic approach to
monitoring. Look at the user activity
in critical systems, and marry it to
the data from traditional security
systems. The trick is to understand
what critical systems you will actively
monitor and which systems’ events
you will record (i.e. the logs) and use
for further investigations after you
have indications of a concern or
problem.
Here are a few technology solutions
that can help you put a compliant
monitoring program in place:
✓ Security Event Incident
Monitoring (SEIM) solutions
✓ Log Aggregation systems
✓ Intrusion Detection
Systems/Intrusion Prevention
Systems (IDS/IPS)
✓ Data Leak Prevention Systems
(DLP)
✓ Vulnerability Management
Systems
✓ Antivirus/Antimalware Software
✓ Firewalls
✓ Application Logs
✓ System and Event Logs

Of note: What often goes
undetected is the difference
between “logging” and “monitoring.”
Logging is capturing system events
for later analysis, while monitoring is
actively paying attention to these
events and taking appropriate action
as necessary.
And, don’t forget—from the
perspective of putting safeguards in
place to monitor protected health
information in paper form, a simple
sweep of office areas that handle
hard copies of patient information
can check for adherence to your
organization’s policy. It is important
that you document how and when
you perform those sweeps—as well
as your findings—to provide
evidence that you are exercising due
care.

Chapter 3: 5 Steps to Bolster Your OCR Audit Readiness

13

4:
1 Incident Response:
Report breaches
appropriately.
There is an old saying: Teams should
practice like they will play and play
like they practice. Your incident
response policy and process is your
“playbook” on how you will react
when you are facing a possible
breach. With the passage of the
Omnibus rule, there is now a fourprong test to determine if there has
been a “breach” under the HIPAA
rule. Remember that the Omnibus
changed the assumptions.
Previously, the assumption was that
an unauthorized party did not
access PHI.

After the Omnibus, it is assumed
that PHI WAS accessed, and you now
must have proof that it wasn’t. An
example of this is the guidance OCR
has promulgated on ransomware.
Now, more than ever, it is critical that
your security incident response
process is tied closely to your privacy
incident response process.

The security process will look at the
technical data to indicate what
happened, or rather what the
system says happened. The privacy
incident response process used that
information and looks at the
Omnibus/HIPAA rule and the
guidance from OCR to determine if a
HIPAA breach has occurred. And,
while most organizations do have an
incident response policy, it’s
important to make sure the following
steps are included in an actual plan:
✓ Identify possible incidents and
log what actions you took.
✓ Classify the possible incident as
either an incident or not, and, if
an incident, prioritize the
remediation efforts.
✓ Investigate the incident and
diagnose the cause of it.
✓ Resolve the incident and limit as
best you can the impacts and
recover as quickly as possible.
✓ Close and document your
actions.
✓ Evaluate the lessons learned
from the incident, and make sure
to update your process from
these lessons so you continue to
improve.

Chapter 3: 5 Steps to Bolster Your OCR Audit Readiness
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You will want to use a framework that collects events from various triggers—
e.g., help desk calls, IDS alerts, lost/stolen equipment, and virus notifications,
etc. These events should then be categorized, the damage limited, and
appropriate action taken. Incident response plans also need to be trained on
and tested periodically to ensure that the team understands the plan and
can deploy it as needed.

“It is important that you document how and
when you perform those sweeps—as well as
your findings—to provide evidence that you
are exercising due care.”

Chapter 3: 5 Steps to Bolster Your OCR Audit Readiness
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5:
1 Encryption: Make it impossible for outsiders to read your
data.
The majority of reported data breaches involve lost and/or stolen systems
or media containing ePHI. Lost laptop? Lost backup tapes? Stolen desktop
computers from a physician’s office? Without encryption, you are most likely
looking at a reportable breach.
Encrypt the following as appropriate, based on your risk analysis and as is
feasible:
✓ Laptop computers (full disk encryption preferred)
✓ Backup tapes
✓ USB backup disks
✓ USB “thumb drives”
✓ Smart phones and tablets
✓ Files transferred to business associates on CDs or other removable
storage
✓ Files transferred to business associates via FTP or On-line Portals
✓ Electronic mail messages containing ePHI
✓ Desktop computers
✓ Backups of databases containing ePHI
✓ Websites and other Internet sessions (i.e., remote access) where ePHI is
transmitted
✓ Health records provided to patients on electronic media

Chapter 3: 5 Steps to Bolster Your OCR Audit Readiness
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CHAPTER 4:

HIPAA SECURITY COMPLIANCE AND OCR
AUDITS: JUSTIFYING YOUR LEVEL OF
DATA SECURITY
While HIPAA security compliance has
a basic set of tenets that are nonnegotiable, each organization has a
certain amount of leeway as to how
to incorporate these requirements
into their own HIPAA security
compliance strategy. In other words,
the choices you make about
compliance will be up to you.
HIPAA security compliance has a
degree of flexibility built into it, as
the law was designed to allow
organizations of all sizes to optimize
resources and provide adequate
protections based on risk. The ability
of any given covered entity or
business associate to put controls in
place will differ based on size, the
nature of the data, technology
constraints, and budget limitations.
But, while the HIPAA rules tend to
take into consideration your
organization’s constraints, every
decision you make needs to be one
that you can justify.

MAKING DECISIONS:
BALANCING COMPLIANCE AND
RISK

Ultimately, the security safeguards
you choose and the level at which
they are applied will be based on
how you’ve assessed your risk in any
given area. To understand this, we
need to understand how the HIPAA
security rule was written. There are
Standards and Implementation
Specifications.
There are two types of
Implementation Specifications—
Required and Addressable. Under
HIPAA, as amended by the Omnibus,
all Standards are required.
Implementation Specifications were
written to provide more guidance
and specifics on how to implement a
given Standard. Recognizing that not
all healthcare entities are the same,
some of these implementation
specifications are designated as
addressable.
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Addressable does not mean
optional. It means you have three
options.
1. Implement the Specification
fully.
2. Implement that Specification
partially.
3. Don't implement the
Specification at all.
If you choose options 2 or 3, you
have to document your rationale
and design compensating controls
that meet the intent of the
Specification. Finally, you will need to
revisit this decision periodically. A
great example of this is the
Implementation Specification of
Automatic Logoff.
Since many applications lack the
capability for Automatic Logoff—and
in some care settings it wouldn’t be
appropriate to automatically log a
user off—many organizations rely on
session timeouts or automatic
screensavers that make the screen
go blank after a period of inactivity.
To regain access, a user must enter a
password. The goal is to keep
unauthorized parties from viewing

health information at unattended
workstations. The risk of this kind of
exposure varies widely, depending
on the setting, location, and
positioning of each workstation.
For example, let’s say you are an
authorized person in an exam room
who is responsible for recording a
patient’s vitals and history. You step
out of the office to get some type of
verification from one of the doctors.
Ideally, you will remember to lock
your keyboard. But, what if you
forget? In this scenario, it might be
best to have your workstation set to
timeout quickly so that your patient
can’t start scrolling through his—or
anybody else’s—patient record.
But, timeouts need to be weighed
against adequate patient care. If the
scenario above were taking place in
the emergency room, short timeouts
could be detrimental to responding
to a patient in a timely fashion.

Chapter 4: HIPAA Security Compliance and OCR Audits
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And, what about a workstation on a
rolling cart? Left unattended, anyone
walking by is invited to see what’s on
the screen. Here again, we might be
looking at a short timeout. Unless
procedure dictates that a cart is
never left without authorized
personnel in attendance—except
when it’s behind the nurses’ station.
In this case, as long as your staff is
well-trained, you might want to set
your timeouts longer for the sake of
convenience. Regardless of your
decision, you will want a justifiable
rationale for the internal standards
you choose. When in doubt, it’s best
to adhere to the industry standard
of care for each requirement. If you
are planning to stray from the norm,
it’s especially important that you
have a well-documented reason as
to why.

WORKFLOW FOR DECIDING ON
SECURITY SAFEGUARDS IN
YOUR ENVIRONMENT
Here are the basics for you to keep
in mind as you examine the rules
and make your decisions:

1:
1 Industry Standards

Consider the industry standards for
any decision you make. A framework
like the Health Information Trust
Alliance (HITRUST) can help you do
this. HITRUST is more prescriptive
than HIPAA and provides
recommendations about password
length, timeouts, etc. NIST has also
published a guide on complying with
the Security Rule (NIST SP 800-66)
that may be helpful.

2:
1 Environment
Consider your own work
environment. What’s unique about
it? Is it more risky than other
environments? Less so? You may
need to actually exceed industry
standards, or, if you are in a low-risk
environment, you might be able to
go below them. In all cases, you will
still need to address and meet the
required standards and
implementation specifications of the
Security Rule.

3:
1 Documentation
Document justification for each
decision you make.

Chapter 4: HIPAA Security Compliance and OCR Audits
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CHAPTER 5:

OCR AUDITS FOR COMPLIANCE:
GEARING UP
If you receive notification from the
OCR that you have been chosen for
an audit, don’t panic! Be aware that
the purpose of the random audits is
to gauge the compliance of the
larger population. Not just you.
The OCR has been charged with
educating and equipping
organizations with compliance
strategies, and part of that mission
necessarily includes a certain
number of audits to find out how
organizations are performing. The
OCR sent out surveys to 800-1,000
entities. The surveys were used to
develop a list of potential audit
targets. It doesn’t mean that if you
didn’t get one of these surveys that
you still can’t be picked for an audit.
And, unlike recent OCR audits, the
third wave of audits expected will
include business associates. As the
current round of audits concludes
and the next round begins, what is
certain is that odds of getting
selected for an audit will increase as
time goes on.

Here’s what you will want to be
prepared with if you are chosen for
an audit:
1. Risk analysis
2. Evidence of a risk management
plan (e.g. list of known risks and
how you are dealing with them)
3. Policies and procedures and
descriptions as to how they
were implemented
4. Inventories of business
associates and the relevant
contracts and BAAs
5. An accounting of where ePHI is
stored (internally, printouts,
mobile devices and media, third
parties)
6. How you monitor mobile devices
and mobile media (thumb
drives, CDs, backup tapes)
7. Documentation on breach
reporting policies and how you
have responded to breaches
8. A record of security training that
has taken place

20

A significant number of the audits will be “desk” audits, so OCR personnel
may not be not be visiting you on-site. What this means to you is that if you
are selected for an audit, you will be working with the OCR, but from a
remote location. If you are selected for an on-site audit, you can expect your
audit to be more in-depth than the desk audits.
Important note: Don’t go easy on your risk analysis. The OCR will be
expecting organizations to assess their own procedures and the
commensurate safety of ePHI with a high degree of objectivity. If you are
introducing new business strategies, installing new information systems, or
targeting new markets, you will be expected to analyze your risk for each
initiative.
In their pilot program, the OCR found that two-thirds of the organizations
they audited did not have a complete and accurate risk analysis.
This time around, we would encourage you not to be one of those.

Chapter 5: OCR Audits for Compliance: Gearing Up

21

CHAPTER 6:

WHAT TO DO IF YOU ARE SELECTED FOR
AN OCR AUDIT
The time to prepare for an audit is
before you have been selected. We
have seen that your time to respond
is limited. Now is the time to
prepare, knowing that you might be
called on at some point to show
evidence of compliance.
Keep in mind, audits are NOT
enforcement actions. The stated goal
of the audit program is to gauge
overall HIPAA compliance across a
wide variety of covered entities and
business associates. The data will be
used by HHS to assess the overall
health of information security in the
industry and to identify where
additional outreach or education
might be necessary.
If you are notified that your
organization has been chosen for an
OCR audit, the following provides
guidelines as to what you will want to
do:

officer (if you have one). It’s also a
good idea to notify your internal
and/or external legal counsel so they
can be kept apprised of all requests
from the OCR and responses
provided by you to the OCR. Keep
your counsel on stand-by to provide
you with guidance if necessary.

RESPOND COMPLETELY AND IN
A TIMELY FASHION

If you are notified that you have
been selected for an audit, you will
also get instructions on how and
when to reply. There is documented
evidence that being unresponsive
will only make things worse for you if
the OCR uncovers significant findings
of non-compliance. Make sure you
keep thorough records of all
transactions during the audit
process, and it’s a good idea to
appoint one person to be in charge
of all audit-related correspondence.

ASSEMBLE YOUR TEAM

The team should include your
privacy and security officials and
your organization’s compliance
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A few additional guidance points from the OCR include:
✓ Only requested data submitted on time will be assessed.
✓ All documentation must be current as of the date of the request.
✓ Do not submit extraneous information, as it will increase the difficulty for
the auditor to assess required items.
✓ Failure to submit responses to requests may lead to referral for regional
compliance review.

CRAFT RESPONSES CAREFULLY, AND DON’T BE BASHFUL ABOUT
QUESTIONING FINDINGS THAT YOU BELIEVE TO BE INACCURATE

Historically, the OCR has allowed organizations to respond to identified
issues. Be prepared to justify your position with facts and to explain your
rationale for decisions you have made about your compliance and security
strategy.
Hopefully, your audit will go smoothly. If you have done a good job
addressing compliance standards and building out your security program,
the report will require little or no follow up. If not, you may be subject to
voluntary compliance activities or to a more in-depth compliance review.
Compliance reviews that identify significant issues may require additional
corrective action or may lead to resolution agreements. In these cases, it’s
advisable to engage attorneys and consultants who are well-versed in
working with the OCR.
Chapter 6: What To Do If You Are Selected For An OCR Audit

23

CONCLUSION
Many covered entities and business
associates are at risk for
underperforming in the OCR audits.
But, by taking some basic steps to
put a compliant healthcare security
solution in place, most companies
can avoid the potential fines and loss
of public trust that occur when
patient data is compromised.

IN SUMMARY
1.

2.

3.

Understand what went wrong in
the initial round of OCR audits
and take basic precautions by
deploying data security tools,
taking inventory of where data
resides, encrypting data when
necessary, and training the staff
about handling patient data
appropriately.
Myths abound when it comes to
HIPAA compliance. Make no
assumptions about how
compliant your organization is—
or needs to be. Work from the
facts, many of which can be
obtained directly from the OCR.
Focus on five key areas of
compliance: asset management,
vendor management,
monitoring, incident reporting,
and encryption.

4.

5.
6.

Make decisions about your
required level of compliance
based on industry standards
and your own work
environment. HITRUST can be a
good resource for you, but be
sure to document justification
for every decision you make.
Know what to expect from an
audit and run through a
preparedness “checklist.”
If you are chosen for an audit—
mobilize! Seek outside resources
to help you get through the
audit as smoothly as possible.

The OCR wants you to succeed. They
are not out to burden covered
entities and their business
associates. Rather, a key focus of
these audits is to uncover areas
where patient data is at risk
throughout the industry and to learn
how to make it easier for all
healthcare organizations to keep
their patient data safe.
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ABOUT LBMC

INFORMATION
SECURITY

While regulatory compliance is mandatory, so is operating a successful
business. A well-designed information security program provides critical
intelligence about risks facing your business so your executive team can
make well-informed decisions.
As a member of the family of LBMC companies, LBMC Information Security
separates itself from traditional information security firms by offering
practical, cost-effective solutions that are customized to your unique risk
environment. We tailor our assessments and deliverables to your
organization’s risk tolerance, providing the highest level of risk reduction for
the associated cost. These practical solutions lead to real results and a
tangible return on investment.

HEALTHCARE SECURITY SERVICES

At LBMC Information Security, we have a solid track-record of helping
organizations achieve compliance without compromising growth. Our team
of data security experts has in-depth knowledge of healthcare regulatory
agency policies, healthcare organization business processes, and cuttingedge data security solutions.
✓ Risk Assessments
✓ Penetration Testing
✓ HIPAA Assessments
✓ HITRUST Assessments
✓ SOC 1 & 2 Audits with HIPAA Mapping
✓ Security Program Consulting
✓ CMS Information Security
✓ GDPR Assessments
✓ ACAB Assessments
✓ Intrusion Detection & Prevention
✓ Vulnerability Management
✓ Managed Security Services

READY TO DISCUSS YOUR NETWORK SECURITY CONCERNS?
Contact us for a free consultation:
www.lbmcinformationsecurity.com/contact-us
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