ADVANCE GUARD SAMPLE SCHEDULE

Month 1 Month 2
External External
Vulnerability Vulnerability
Assessment Assessment
External Asset External Asset
Inventory Inventory
Dark Web Search Active Directory

Audit
Remote Access @ ------------
Assessment + Targeted Testing
Item

Month 8 Month 9
External External
Vulnerability Vulnerability
Assessment Assessment
External Asset External Asset
Inventory Inventory
+ Targeted + Targeted
Testing Item Testing Item

Month 3 Month 4 Month 5 Month 6 Month 7
External External External External External
Vulnerability Vulnerability Vulnerability Vulnerability Vulnerability
Assessment Assessment Assessment Assessment Assessment
External Asset External Asset External Asset External Asset External Asset
Inventory Inventory Inventory Inventory Inventory
Password Audit Dark Web Search Security Awareness 0365 Review Dark Web Search

Training
———————————————————————————————————————————————— 1 Day Purple
+ Targeted Testing + Targeted + Targeted Testing + Targeted Team Exercise
Item Testing Item Item Testing Item

Example Targeted Testing

* Consulting/Research

Month 10 Month 11 Month 12

External External External * Security Control Testing
Vulnerability Vulnerability Vulnerability + New Web Module Testing
Assessment Assessment Assessment * Targeted Testing

* Internal Vulnerability Scanning
External Asset External Asset External Asset * Wireless SSID Testing
Inventory Inventory Inventory * Physical Testing
* Spear Phishing Testing
Dark Web Search IR Tabletop Dark Web Search * Smishing Testing
* Pre-texting Testing
———————————————————————— 1 Day Purple * Segmentation Testing
+ Targeted + Targeted Team Exercise
Testing Item Testing Item

Questions? Contact LBMC Shareholder Bill Dean at bill.dean@I/bmc.com
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