COMPREHENSIVE
PCI SERVICES

At LBMC, we understand the importance of maintaining PCI DSS compliance to protect your
customers' sensitive data and ensure the security of your payment environment. That's why we offer
a range of tailored PCI services to suit the specific needs of your business. Choose from our three
offerings - Standard, Plus, and Premium - to find the perfect solution for your organization.

STANDARD

Our Standard PCl service is designed to provide a strong foundation for maintaining PCl compliance
throughout the year. We know that achieving compliance is one thing and maintaining compliance is another.
This is why we do not just provide you with a report and leave. We are your partners in compliance and after
we deliver your final report, we will continue to provide guidance and review scheduled activities until it is time
for your next annual assessment. This package includes:

Annual PCI DSS assessment: Our Qualified Security Assessors (QSAs) will perform a comprehensive review of
your payment environment and document the results in the appropriate report.

LBMC PCI Scorecard: We recognize that security is a process, and we all need to continue to improve our
defenses. To this end, we will provide you with a Scorecard after delivering your final report. The Scorecard will
list areas where you are already going above-and-beyond as well as recommendations to implement best
practices in areas you may be experiencing challenges.

Engage portal: 12-months of access to our Engage portal where you can easily provide evidence and track
your progress throughout the year. Make use of our custom automations to assist you in collecting evidence in
a timely manner and reduce the eleventh-hour rush.

Quarterly reviews: Each quarter our team of experts will review the evidence you provide to make sure you
stay on track with required scheduled activities such as those listed below. At the close of each quarter, you
will be provided with written guidance related to any evidence which is at risk of falling short of compliance.

® Req. 1.2.7 - Network security control configuration reviews e Req. 11.2.1 - Wireless access point scans
® Req. 3.2.1 - Cardholder data identification and deletion e Req. 11.3.1 - Internal vulnerability scans
® Req. 7.2.4 - User account reviews Req. 11.3.2 - External ASV scans

Regs. 11.5.2, 11.6.1, 12.10.5 - Alert
generation and response

Ad-hoc QSA consulting: Access expert advice from our QSAs to address any concerns or questions you may
have about PCl compliance.
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PLUS

Our Plus service expands on the Standard offering to provide a more proactive approach to PCI
compliance. Plus has been designed for organizations looking to go from maintaining their
compliance program to maturing their compliance program. This package includes everything from
the Standard Tier, as well as:

Quarterly PCl status reviews: Our QSAs will meet with you every quarter to discuss your PClI compliance
status, review challenges, and provide guidance on any necessary adjustments or upcoming changes. This is
an excellent opportunity to leverage the collective knowledge and experience of our team to enhance your
security and reduce your compliance efforts.

LBMC PCI Scorecard tracking: We will use the Engage portal to track the recommendations from your LBMC
PCl Scorecard. Each quarter when you meet with our QSAs they will review your Scorecard recommendations,
the status of their implementation, and provide guidance and best practices to assist in their continued
application.

PREMIUM

Our Premium Tier offers the most comprehensive and hands-on approach to PCl compliance.
Organizations which select the Premium package receive a unique set of services designed to truly
augment your security & compliance program. This package includes everything from the Plus
offering, with the following additional features:

Monthly QSA status meetings: Receive even more frequent guidance and support from our QSAs
with monthly status review meetings. This level of communication allows us to maintain a working
knowledge of your environment and avoid any potential compliance pitfalls.

Annual scoping exercise: Our experts will conduct an in-depth scoping exercise designed to meet
PCI DSS v.4.0 requirement 12.5. This exercise includes:

* Reviewing scoping evidence e Conducting interviews
o Network and dataflow diagrams o Business process
o System, software, cardholder data storage and account o Technical controls

inventories

o Third-party service provider compliance documentation
and responsibility matrices

o Segmentation validation & testing documentation

o Segmentation and scope-reduction
controls
e Delivering a Scope Validation report

Quarterly PCl workshops: Each quarter, you will be able to select a workshop to help enhance your
PCl compliance efforts. Workshops topics include those listed below and custom workshops can also
be determined and performed.

e Network and Dataflow Diagramming PCl Scope Reduction

* Policy Review and Best Practices Cloud Security

e Customized Approach Design and Implementation e Scope Validation Prep

e Third-party Service Provider Review Network Security Control and Segmentation Review
e Security Awareness Training
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